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ABSTRACT

Security patterns can help organizations develop secure software.
While it is typical to encounter isolated applications of one or more
software patterns in practice, effectively responding to security
threats demands a comprehensive grasp and utilization of an entire
pattern language or catalog, comprising numerous intricately inter-
connected patterns. The composition of software patterns makes
them more efficient. Solutions for establishing sequences of soft-
ware patterns are often found documented in plain text through
explicit pattern relationships. This article presents two experiments
of establishing pattern sequences using stochastic processes, one
based on stochastic trees and the other, based on Bayesian belief
network to establish meaningful pattern sequences. We used sto-
chastic trees and Bayesian belief networks to find conditionally
dependent patterns between which we tried to find the most ex-
pected combinations in pattern sequences. By employing these two
processes, we established four envisioned sequences of patterns
from the security pattern catalog. The pattern stories based around
these pattern sequences demonstrate their meaningfulness. These
two processes are not exclusively relevant to security patterns. We
consider applying them to the patterns for engineering software
for the cloud.
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1 INTRODUCTION

Security patterns are best practices that solve recurring security
problems in specific contexts [6]. Security patterns can be used to
implement secure and reusable software systems [6]. Conditional
dependence between patterns is not considered to establish the
most expected pattern sequences to challenge complex security
problems. The stochastic processes can be used to establish the most
expected pattern sequences and tried on the set of security patterns
to identify expected solutions to security problems. Cordeiro ’s [3]
catalog of security patterns consists of 106 security patterns that
help companies implement security guidelines. Security patterns
collected by Cordeiro can be established in pattern sequences to
help challenge complex problems. Guan et al. [6] note it is hard to
implement security in legacy systems because of a lack of methods
to select appropriate security patterns.

Implementing security in software requires the use of several
security patterns. Conditionally dependent patterns identified from
Bayesian belief networks [1] can be checked if they have the strongest
symmetries of relationships to establish the most expected pattern
sequences. Stochastic trees can be used to calculate probabilities of
subsequent use of patterns because these probabilities are needed
to calculate the strength of symmetries of relationships between
these patterns.

This article presents two experiments of establishing meaningful
and the most expected pattern sequences using Hazen’s [7] sto-
chastic trees and Bayesian belief networks discussed in the work
of Barber [1].

The rest of this article is structured as follows. Section 2 explains
how explicit and implicit relationships between patterns can es-
tablish pattern sequences. Section 3 presents two experiments of
establishing expected pattern sequences using symmetries of re-
lationships between patterns with the help of the stochastic trees
and the Bayesian belief network. Section 4 discusses the pitfalls
of establishing expected pattern sequences using stochastic trees
and Bayesian networks. Section 5 explains how pattern sequences
established here were evaluated in this article. Section 6 concludes
the article with the findings and opportunities for further work.
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2 EXISTING METHODS OF ESTABLISHING
PATTERN SEQUENCES

Pattern sequences are generally established based on explicit or
implicit relationships between patterns.

Kubo et al. [8] used a model to calculate the strength of pattern
relations to identify explicitly related design patterns from Gamma
et al. [5] applicable together. Kubo et al. [8] did not specify the
order in which patterns applicable together should be applied. The
order in which patterns are expected to be applied the most is one
type of implicit relationship between patterns.

Shameli-Sendi et al. [10] proposed Security Defense Patterns
Aware Placement as a framework that allows efficient placement
of network security defense patterns in a virtualized environment,
such that this placement captures security constraints and optimizes
resources. Shameli-Sendi et al. do not establish pattern sequences to
optimize resources or achieve specific and predefined security goals.
Shameli-Sendi et al. predefine the order of relationships between
network security defense patterns before applying algorithms to
propose their optimal placement, but this order might not be known.
The placement algorithm proposed by Shameli-Sendi et al. is un-
suitable for large cloud environments. It’s estimated to work with
networks of up to 69 nodes which is a hard constraint. The method
to establish pattern sequences must apply to any software patterns,
and established pattern sequences must not be constrained to secu-
rity networks.

Motii et al. [9] designed an approach to select security patterns
to tackle predefined security threats. We think this approach will
not work if there are no security threats to react to.

Sousa et al. [11] identified 12 software patterns that are very
likely to be used together and patterns that are only likely to be used
together. Together with Kubo et al. [8], Sousa et al. did not specify
the order in which patterns applicable together should be applied.
Sousa et al. and Kubo did not consider conditional dependence
between patterns to establish pattern sequences.

The formula used in the work of Sousa et al. [11] for calculating
the symmetry of relationships between two software patterns spec-
ified as the difference between probabilities of their subsequent use
can be used to identify security patterns from the pattern catalog
of Cordeiro [3] that have the strongest symmetries of relationships.

We think that sequences of security patterns need to be estab-
lished:

o Considering the symmetry of relationships that might point
to patterns most expected to be applied together.

o Considering conditional dependence because these are pat-
terns expected to be used in the pattern sequence.

e Without the need to update text descriptions of security
patterns.

3 ESTABLISHING PATTERN SEQUENCES
USING STOCHASTIC PROCESSES

Discrete-time stochastic processes of stochastic trees and Bayesian
networks based on Markov stochastic processes (X;);ec oy are used
here in two experiments. Input to these experiments was a collection
of security patterns. Uses of these patterns must be because of the
Bayesian belief networks considered as random events in time ¢
from index set (0, N), where N stands for a specific number of
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security patterns to choose from in pattern catalog of Cordeiro [3].
Random variables represent applications of security patterns in
probability space(Q, (F7):eR, P) of all security patterns Q, where
each application of security pattern from pattern catalog is assigned
probability from probability space ¥ in the stochastic tree.

Hazen’s stochastic trees [7] are used here to find the most prob-
able candidate for the most expected pattern sequence by selecting
the node with the highest probability from stochastic tree modeling
one chosen pattern sequence. We use Bayesian belief networks to
identify conditionally dependent patterns. We try to find the most
expected combinations between patterns identified as conditionally
dependent.

An experiment of establishing sequences of security patterns
using stochastic trees and strengths of symmetries of relationships
between these patterns is reported in Section 3.1. An experiment of
establishing sequences of security patterns using the Bayesian belief
network and strengths of symmetries of relationships between these
patterns is reported in Section 3.2.

3.1 Establishing Pattern Sequences Based on
Stochastic Trees

Hazen’s stochastic trees [7] can be constructed on top of any pat-
tern sequence to find the most probable candidate for the most
expected pattern sequence by selecting the node with the highest
probability. Each pattern in this most expected pattern sequence
candidate can be checked to see if the subsequently applied pat-
tern has the strongest symmetric relationship with the previous
pattern. The strength of the symmetry of the relationship between
two patterns can be calculated similarly to Sousa et al. [11] as the
absolute value of the difference of the conditional probability of
applying pattern after another pattern and the opposite probability
of it calculated with Bayes rule. Patterns with the strongest symme-
try of relationship are expected to be used the most in the pattern
sequence. Pattern sequences we established are the most expected
because they are based on the strongest symmetries of relationships
between patterns calculated with conditional probabilities.

Input to the first experiment were text descriptions of security
patterns documented by Cordeiro [3]. The experiment resulted in
establishing the most expected and unexpected pattern sequences.
Unexpected pattern sequences are not meaningful and should be
avoided. Unexpected pattern sequences differ from misuse pattern
sequences recognized by Fernandez et al. [4].

3.1.1 Construction of a Stochastic Tree. The kick-off pattern se-
quence from at least two security patterns was established by fol-
lowing explicit links in the pattern catalog of Cordeiro [3] consisting
of 106 patterns. If less than two patterns were selected, construc-
tion of the stochastic tree would not be possible. The following
kick-off pattern sequence describes software development and can
be described with the pattern story.!

Access Control Requirements — Single Access Point
— Security Session — Role-Based Access Control —
Authorization — Access Control List

!pattern story for this sequence can be seen at https://github.com/viktorFIIT/fiit-
research-resources/blob/main/stories/kick- off-sequence-pattern-story.png
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This kick-off pattern sequence was established using explicit
links between two subsequent patterns in this kick-off pattern
sequence.

Conditional probabilities of subsequently applying one pattern
after another can be calculated with the help of a stochastic tree.
Its calculation can be shown in the following example:

If the pattern user decides to establish a pattern se-
quence using a finite number of patterns, the proba-
bility of use of this pattern sequence can be calculated
as 1/M, where letter M stands for the number of pat-
terns the user works with decreased by the number
of patterns that are already applied at the time of
calculating this probability.

For example, the variable M important to calculate the proba-
bility that Single Access Point would be used after Access Control
Requirements in the kick-off pattern sequence can be calculated
as 106 — 1 because one pattern was used in the start-up pattern
sequence before the Single Access Point and pattern catalog of
Cordeiro consists of 106 patterns.

Single Access Point;

Access Control P(ACR[SAP)=1/(106-1)

Requirements,

p(ACR)=1/106
- Single Access Point;

p(~ACRI|SAP)=104/105

Figure 1: Stochastic tree example constructed for pattern
sequence of two patterns

Although multiple nodes with the same highest probability could
be selected in the stochastic tree, the stochastic tree had only one
node with the highest probability.? The node with the highest
probability in the stochastic tree constructed for the kick-off pattern
sequence that represented an uninterrupted sequence of patterns
is the following pattern sequence:

Access Control Requirements — Single Access Point
— Security Session — Role-Based Access Control —
Authorization

It had to be verified if the candidate pattern sequence represents
the most expected pattern sequence because there was no guarantee
this candidate pattern sequence was established using the strongest
symmetries of relationships between patterns.

3.1.2  Symmetric Relationships Between Patterns In Pattern Maps.
Another applicable pattern had to be found for each security pattern
from the candidate pattern sequence from Section 3.1.1. Mapping re-
lationships of the first pattern in the candidate for the most expected

Zwhole stochastic tree we used can be seen at: https://github.com/viktorFII'T/fiit-
research-resources/blob/main/stochastic- tree/stochastic- tree- security- patterns.pdf
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pattern sequence resulted in creating a pattern map of applicable
patterns in Figure 2, where a bidirectional arrow between patterns
means patterns can be applied in any order.
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Figure 2: The Access Control Requirements pattern map of
applicable patterns

To identify the pattern expected to be used the most after Access
Control Requirements, the strength of the symmetry of the rela-
tionship between Access Control Requirements and other linked
patterns had to be calculated using the stochastic tree from Sec-
tion 3.1.1. The strength of symmetry of the relationship between
two patterns calculated in this article is similar to symmetry of
relationship between patterns used by Sousa et al. [11] with the
difference that here it is the absolute difference between probability
of subsequent use of two patterns A and B and the opposite prob-
ability to it [p(A|B) — p(B|A)| to identify patterns expected to be
used together the most and patterns expected to be used together
less more easily.

The strength of symmetry of the relationship to another pattern
could only be calculated between (Access Control Requirements
and Single Access Point), (Access Control Requirements and Secu-
rity Session), and (Access Control Requirements and Role-Based
Access Control) because only Single Access Point, Security Session,
and Role-Based Access Control from Figure 2 are used in the kick-
off pattern sequence. We calculated the strength of symmetry of
relationships between pairs of patterns using conditional probabili-
ties calculated during stochastic tree construction in Section 3.1.1.
3

We calculated the strength of symmetry of the relationship by
subtracting conditional probabilities of subsequent use p(Single
Access Point | Access Control Requirements), p(Security Ses —
sion | Access Control Requirements), p(Role—Based Access Con—
trol | Access Control Requirements) from their inverse counter-
parts calculated with Bayes rule. After applying Access Control
Requirements, the conditional probabilities of subsequent use of
other applicable patterns in the pattern map in Figure 2 were cal-
culated with the stochastic tree in Section 3.1.1. Because we were
interested mainly in the positive strengths of symmetries of rela-
tionships between patterns, the absolute value of the difference

3the application we developed simplifies the construction of the stochastic
tree https://github.com/viktorFIIT/fiit-research-resources/blob/main/app/Use-On-
Security-Patterns.md
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between these probabilities was calculated, which resulted in the
following:

o Probability of applying Single Access Point after Access Con-
trol Requirements p(Single Access Point | Access Control
Requirements) calculated with stochastic tree is 0.16666, and
the opposite probability to it calculated using Bayes rule
is p(Access Control Requirements|Single Access Point) =
0.16278. The absolute difference between these two proba-
bilities is 0.00388 representing the strength of symmetry of
the relationship between Access Control Requirements and
Single Access Point.

o Probability of applying Security Session after Access Control
Requirements p(Security Session | Access Control Require—
ments) calculated with stochastic tree is 0.20, and the oppo-
site probability to it calculated using Bayes rule is p(Access
Control Requirements|Security Session) = 0.16665. The ab-
solute difference between these two probabilities is 0.03335,
representing the strength of symmetry of the relationship
between Access Control Requirements and Security Session.

e Probability of applying Role-Based Access Control after Ac-
cess Control Requirements p(Role — Based Access Control |
Access Control Requirements) extracted from stochastic tree
is 0.03355, and the opposite probability to it calculated us-
ing Bayes rule is p(Access Control Requirements | Role —
Based Access Control) = 0.17240. The absolute difference
between these two probabilities is 0.13885, representing the
strength of symmetry of the relationship between Access
Control Requirements and Role-Based Access Control.

The strength of symmetry of the relationship between Access
Control Requirements and a Single Access Point is the strongest
because of the smallest absolute value. A Single Access Point is
therefore expected to be used the most after the Access Control
Requirements. It is less expected that Security Session or Role-
Based Access Control would be used directly after Access Control
Requirements because of the weaker strengths of symmetries of
relationships.

Mapping relationships of the second pattern in the candidate for
the most expected pattern sequence to patterns that can be applied
after it and linked in its text description resulted in a pattern map
of applicable patterns in Figure 3.

< Security Session ; )

— ~

- T / ' Single \ —

\ —
\Protectlon Reverse Proxy /<—> Access K_/ Check Point >

\ Point / -

////A;:/cess Control To Phy5|cal
N Structures )

Figure 3: The Single Access Point pattern map of applicable
patterns
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To identify the pattern expected to be used the most after Sin-
gle Access Point, the strength of the symmetry of the relation-
ship between Single Access Point and other patterns allowed to
be used after it had to be calculated with the stochastic tree from
Section 3.1.1. The strength of the symmetry of the relationship
with another pattern could only be calculated between Single Ac-
cess Point and Security Session because only Single Access Point
and Security Session from Figure 3 are used in the kick-off pat-
tern sequence. The strength of the symmetry of the relationship
between Single Access Point and Security Session is therefore
strongest and equal to |p(Security Session|Single Access Point) —
p(Single Access Point|Security Session)| = 0.03334. A Security
Session is expected to be applied after a Single Access Point be-
cause a session is established after successful authentication and
authorization of the user accessing the system. This system must be
protected by the defined security and access policy through Access
Control Requirements. Security Session is also applied directly after
Single Access Point in the candidate for expected pattern sequence.

Mapping relationships of the third pattern in the candidate for
expected pattern sequence to patterns that can be applied after
it and linked in its text description resulted in a pattern map of
applicable patterns in Figure 4.

~ \ Integrauon Reverse Pr y

\Resource Llfecycle Manager

S Securlty ~*\ Actor and Role L|fecyc|e )
~ S Session | — S
SR . / \ Check Pomt >
Property List J S

Figure 4: The Security Session pattern map of applicable
patterns

To find the pattern expected to be applied after the Security
Session, the strength of the symmetry of the relationship between
the Security Session and another pattern in Figure 4 had to be
calculated. The strength of the symmetry of the relationship with
another pattern could only be calculated between Security Session
and Role-Based Access Control because only Role-Based Access
Control is used in the kick-off pattern sequence. If the strength of
the symmetry of the relationship between patterns is calculated
using conditional probabilities extracted from the stochastic tree,
relationships between Security Session and Manager, Property List,
Anything, and Integration Reverse Proxy patterns linked in its text
description are ignored because they are not used in the kick-off
pattern sequence.

The strength of the symmetry of the relationship between Secu-
rity Session and Role-Based Access Control is therefore strongest
and equal to |p(Role — Based Access Control|Security Session) —
p(Security Session|Role — Based Access Control) = 0.07760. The
Role-Based Access Control pattern is also applied directly after the
Security Session in the candidate for the expected pattern sequence.
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Mapping relationships of the fourth pattern in the candidate for
expected pattern sequence to patterns that can be applied after it
and linked in its text description resulted in creating a pattern map
of applicable patterns in Figure 5.

Authorization

Role-Based Access
Control

Figure 5: The Role-Based Access Control pattern map of ap-
plicable patterns

Mapping relationships of the fifth pattern in the candidate for
expected pattern sequence to patterns that can be applied after
it and that are linked in its text description resulted in creating a
pattern map of applicable patterns in Figure 6.

Access Control List

Capabilities

Packet Filter
Firewall

Authorization

Role-Based Access
Control

Reference Monitor,

Figure 6: The Authorization pattern map of applicable pat-
terns

The strongest symmetry of the relationship was found between
Authorization and Role-Based Access Control, which points to a
meaningful relationship. Because of the circular strongest symme-
try of the relationship between Role-Based Access Control and
Authorization, the expected pattern sequence candidate cannot
continue with the application of another security pattern.

Pattern sequence Access Control Requirements — Single Ac-
cess Point — Security Session — Role-Based Access Control —
Authorization can be described in a pattern story.? Roles are sets
of user permissions. They reflect the job duties of employees that
are assigned to them by applying Role-Based Access Control. Roles
are assigned for user accounts because of the previously defined se-
curity policy with the application of Access Control Requirements.
Web systems are accessed by users with accounts with permissions,
which are interpreted for successful authentication and authoriza-
tion through a Single Access Point. Successful authentication results
in the establishment of a Security Session.

“pattern story for this sequence can be seen at: https://github.com/viktorFIIT/fiit-
research-resources/blob/main/stories/first-expected-pattern-sequence-story.png
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3.1.3  Verifying Usefulness of the Patterns in Candidate Pattern Se-
quence With Maximum-Likelihood Function. Before declaring the
candidate for the expected pattern sequence as a truly expected pat-
tern sequence, the usefulness of all patterns in this sequence had to
be verified. Verification of the usefulness of a security pattern from
the expected pattern sequence candidate was performed by calcu-
lating the likelihood of its usefulness with the maximum-likelihood
function and comparing the output value from this function to the
numerically represented confidence level inspired by confidence
levels provided for organizational patterns by Coplien and Harri-
son [2].°

The usefulness of the Access Control Requirements can be ver-
ified if the output value from the Maximum likelihood function
is equal to or above the numerically represented confidence level
one asterisk (equalling 0.66666). Access Control Requirements from
the candidate pattern sequence was the first pattern that needed
to be verified. This pattern advises organizations to define effec-
tive and non-conflicting security and access policies. To verify the
usefulness of the pattern, probabilities of the subsequent use of
patterns it relates to in the pattern map depicted in Figure 2 had to
be calculated with the stochastic tree in Section 3.1.1. The opposite
values to these conditional probabilities served as input parameters
0 into the maximum likelihood function.

The likelihood of the usefulness of the Access Control Require-
ments can be considered high enough because output value 0.64430
is near the numerically represented one asterisk of the confidence
level scale in the work of Coplien and Harrison [2]. Because of the
missing confidence level for each pattern in the pattern catalog
of Cordeiro [3], the output value from the maximum likelihood
function could not be compared to the numerically represented
confidence level. Confidence level “*” can only be recommended to
be stated after the name of Access Control Requirements.

p(Access Control Requirements | 61, 62,03) =
p(—Role — Based Access Control | 01) *

p(=Single Access Point | 02) *

p(=Security Session | 03) =
(1-61) % (1-02) (1 —063) =

(1-0.03355) % (1—0.16666) * (1—0.20) = 0.6443051544

Applying the same maximum likelihood function, verification
of usefulness of Access Control Requirements (likelihood 0.64430
< 0.66666), Single Access Point (likelihood 0.8 > 0.66666), Security
Session (likelihood 0.75 > 0.66666), Role-Based Access Control (like-
lihood 0.66667 > 0.66666), and Authorization (likelihood 0.57273 <
0.66666) was successful.

Because of the number of security patterns in the pattern catalog
of Cordeiro [3] (106 patterns), the probability of the subsequent use
of patterns X ... X, calculated as p(X2|X1) p(X31X2)...p(XN|XN-1)
is small number and multiplying these probabilities together pro-
duces even smaller number. This was the reason behind accepting
Access Control Requirements and Authorization in the expected
pattern sequence even if the likelihood of usefulness of Access Con-
trol Requirements and Authorization is less than the numerically
represented confidence level with one asterisk. Security patterns

5The maximum-likelihood function can be seen formulated at https://github.com/
viktorFIIT/fiit-research-resources/tree/main/appendices


https://github.com/viktorFIIT/fiit-research-resources/blob/main/stories/first-expected-pattern-sequence-story.png
https://github.com/viktorFIIT/fiit-research-resources/blob/main/stories/first-expected-pattern-sequence-story.png
https://github.com/viktorFIIT/fiit-research-resources/tree/main/appendices
https://github.com/viktorFIIT/fiit-research-resources/tree/main/appendices

EuroPLop’29, July 03-07, 2024, Kloster Irsee, Germany

Access Control Requirements, Single Access Point, Security Ses-
sion, Role-Based Access Control, and Authorization can be part of
the true expected pattern sequence because the likelihood of their
usefulness is sufficiently high.

3.1.4 Establishing Expected Pattern Sequences. Following the strength
of the symmetry of the relationship between security patterns re-
sulted in establishing a meaningful pattern sequence from the kick-
off pattern sequence. The pattern story was created to check the
meaningfulness of the established pattern sequence.

All sequences of patterns established this way had to be evalu-
ated first concerning the following properties before they could be
declared as expected:

o All patterns used in this sequence are found to be useful
during verification with the maximum likelihood estimation
method [14].

o The probability of the use of the sequence of patterns X;...Xy,
calculated as p(X21X1) * p(X3|X2)...p(XN|XN-1), is higher
than the cumulative probability that patterns in this se-
quence would be used outside of the sequence, calculated as
P(X1) * p(X2) * ... * p(XN)

o All patterns in the sequence have the strongest symmetries
of relationships between each other

o This pattern sequence can be described in a pattern story.

The probability of applying a pattern sequence Access Control
Requirements — Single Access Point — Security Session — Role-
Based Access Control can be calculated as p(Single Access Point
| Access Control Requirements) * p(Security Session | Single
Access Point)+p(Role—Based Access Control | Security Session)x*
(Authorization | Role — Based Access Control) = 0.16666 # 0.2 *
0.25%0.33333 = 0.00277. The probability of applying patterns Access
Control Requirements, Single Access Point, Security Session, Role-
Based Access Control, and Authorization outside of the pattern se-
quence is p(Access Control Requirements)xp(Single Access Point)
«p(Security Session)sp(Role—Based Access Control)p(Autho—
rization) = (1/106) = (1/106) x (1/106) * (1/106) * (1/106) =
0.0000000000747258173. The probability of using this sequence is
higher than the probability of using its patterns outside the se-
quence.

Based on the strongest symmetries of the relationships between
patterns in the expected pattern sequence, the first the most ex-
pected pattern sequence in the pattern catalog of Cordeiro [3] is
Access Control Requirements — Single Access Point — Security
Session — Role-Based Access Control — Authorization.

Applying the same steps as in Section 3.1.1-Section 3.1.2 for
the kick-off pattern sequence Access Control Requirements —
Single Access Point — Security Session — Actor and Role Lifecycle
— Actor-Based Access Rights — Administrator Object another
meaningful expected pattern sequence was established: Access
Control Requirements — Single Access Point — Security Session
— Actor and Role Lifecycle.

Because during each identification of the strongest symmetry
of relationship between a pattern from the expected pattern se-
quence candidate and another pattern links to weaker strengths of
symmetries are identified, these weaker strengths of symmetries of
relationships can be used to establish less meaningful unexpected
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pattern sequences. Applying the same steps as in Section 3.1.1—
Section 3.1.2, the number of unexpected pattern sequences will be
higher than the number of expected pattern sequences established
from the same set of patterns.

Because a stochastic tree cannot be constructed for less than two
patterns, applying the same steps as in Section 3.1.1-Section 3.1.2
leads to establishing expected pattern sequences consisting of at
least two patterns.

3.2 Establishing Pattern Sequences Based on
Bayesian Networks

Another way to establish pattern sequences is with the help of
the Bayesian belief network from Barber [1]. The Bayesian be-
lief network can be used to identify conditionally dependent and
independent patterns in pattern sequences. The Bayesian belief
network can be used to identify conditional dependence between
more than two patterns. This conditional dependence can be used
to identify patterns expected to have the strongest symmetry of
relationships between. It is also assumed that conditionally inde-
pendent patterns are expected to be used individually or avoided
in the unexpected pattern sequences. Although Bayesian belief net-
works cannot express all conditional dependence and independence
relationships between events such as the application of patterns,
almost all graphical models according to Studeny [12] suffer from
this disadvantage.

According to Barber [1] Bayesian belief networks are graphical
models that can be used to model probability distributions. We can
use the Bayesian belief network to identify candidate sequences
expected to be used the most from the probability model of any
pattern sequence.

The input to the second experiment with the Bayesian belief
network was a set of text descriptions of patterns from a catalog of
Cordeiro [3] that relate to each other in their text descriptions to es-
tablish meaningful kick-off pattern sequences. Text descriptions of
patterns used in this second experiment are documented using the
same pattern form provided by Cordeiro. The second experiment
started by establishing a kick-off pattern sequence.

3.2.1 Establishing Kick-off Pattern Sequence. The following kick-
off pattern sequence was extracted from the pattern story seen in the
real fin-tech software company. This kick-off pattern sequence de-
scribes the software development process in this software company.
Text descriptions of all patterns in this kick-off pattern sequence are
present in the catalog of security patterns from Cordeiro [3]. Dur-
ing the second experiment with the Bayesian belief network, this
kick-off pattern sequence was used to establish the most expected
and unexpected pattern sequences.

Access Control Requirements — Single Access Point
— Security Session — Role-Based Access Control —
Authorization.

It was found in Section 3.1, that Role-Based Access Control has
the strongest symmetric relationship with the Authorization pat-
tern, and because of this, the Authorization pattern is expected to
be used the most after Role-Based Access Control. The problem
with the kick-off pattern sequence is that Authorization has the
strongest symmetric relationship with Role-Based Access Control.



Establishing Pattern Sequences Using Stochastic Processes with an Application to Security Patterns

Thus, no other pattern is expected to be used the most after these
two. Because of this problem, another variable X can be introduced
into the Bayesian belief network in Figure 7 describing this kick-
off pattern sequence. The Bayesian belief network can be used to
answer whether this kick-off pattern sequence is truly the most
expected or if Role-Based Access Control is expected to be substi-
tuted with another pattern X in Figure 7 to remove this circular
dependency.

The previous kick-off pattern sequence corresponds to the fol-
lowing probability distribution of the joint set of variables standing
for patterns in the kick-off pattern sequence:

p(Access Control Requirements, Single Access Point,
Security Session, X, Role—Based Access Control, Autho—
rization) = p(Authorization | Role—Based Access Control,
X)#*p(Role—Based Access Control | Security Session)x
p(Security Session | Single Access Point)xp(Single Access
Point | Access Control Requirements)

The model of this kick-off pattern sequence corresponds to the
Bayesian belief network in Figure 7, where the source node of
the directed arrow depicts the use of the security pattern from
the kick-off pattern sequence before the use of another pattern
from the kick-off pattern sequence depicted by target node pointed
by this arrow. Because no security pattern was used twice in this
kick-off pattern sequence, the Bayesian belief network in Figure 7
contains only unidirectional arrows. Node labeled as “Patterns X”
stands for Anything, Property List, Manager, Check Point, Actor
and Role Lifecycle, Front Door, Integration Reverse Proxy, Resource
Lifecycle Manager security pattern that is mentioned in description
of Security Session in pattern catalog of Cordeiro [3] which use can
break a circular dependency between Role-Based Access Control
and Authorization.

Access Control

Requirements Single Access Point

Role-Based Access Control

Security Session

Authorization

Figure 7: The Bayesian belief network for the kick-off pattern
sequence

3.2.2 Establishing Expected Pattern Sequence. To break the circular
dependency between Role-Based Access Control and Authorization,
a pattern linked by Security Session or by Authorization has to be
found if it is to replace Role-Based Access Control in the most
expected pattern sequence established in Section 3.1 Apart from
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Role-Based Access Control, pattern Security Session links to 8 other
patterns: Anything, Property List, Manager, Check Point, Actor
and Role Lifecycle, Front Door, Integration Reverse Proxy, and
Resource Lifecycle Manager. Not all of these patterns have their
text descriptions present in the catalog of security patterns. Because
none of these patterns are used in the kick-off pattern sequence,
we cannot use the stochastic tree constructed in Section 3.1.1 to
calculate the strength of symmetry of the relationship between
the Security Session and another pattern from this list of patterns.
Another stochastic tree for another kick-off pattern sequence would
have to be constructed.

To test that Access Control Requirements — Single Access Point
— Security Session — Role-Based Access Control — Authoriza-
tion — Role-Based Access Control is the most expected pattern
sequence composing these patterns (and not sequence from Sec-
tion 3.1), probability of existence of relationship between pattern
X (standing for one pattern from the list of 8 patterns) and pat-
tern Authorization, given its existence results in applying one of
these 8 patterns, needs to be calculated. If this probability is zero,
Role-Based Access Control is not expected to be substituted be-
tween Security Session and Authorization. This probability can be
calculated as:

p(Authorization = 1 | Access Control Requirements, Single
Access Point, Security Session = 1, Role—Based Access
Control = 0,PatternX = 1) = p(Authorization =

1, Access Control Requirements, Single Access Point,
Security Session = 1, Role — Based Access Control =

0, PatternX = 1)/p(Authorization, Access Control
Requirements, Single Access Point, Security Session =

1, Role — Based Access Control = 0, PatternX = 1)

This probability can be factorized as in Figure 8.

p(AUTH = 1| ACR,SAP,SS = 1,RBAC = 0,X = 1) =
_ p(AUTH=1,ACR,SAP,SS=1,RBAC=0,X=1) _
~  p(AUTH,ACR,SAP,SS=1,RBAC=0,X=1)
p(AUTH = 1| RBAC=0,X=1)*p(RBAC=0 | SS=1)
*p(SS=1|SAP)*p(SAP|ACR)
p(AUTH | RBAC=0,X=1)*p(RBAC=0 | S5=1)
«p(SS=1|SAP)*p(SAP|ACR)

=0

Figure 8: The probability of implicit relationship between
pattern X and Authorization

The numerator of the last fraction is the factorization of four
probability distributions. After calculating for Single Access Point =
1, Single Access Point = 0, Access Control Requirements = 1,
and Access Control Requirements = 0, the resulting probability is
zero because p(Authorization = 1|Role — Based Access Control =
0,X = 1) cannot be calculated if patterns X are not present in the
kick-off pattern sequence. The value of the denominator does not
matter because the numerator is zero. Because the probability of the
existence of an implicit relationship between Role-Based Access
Control and pattern X is zero, pattern sequence Access Control
Requirements — Single Access Point — Security Session — Pat-
tern X — Authorization is not the most expected pattern sequence.
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Sequence Role-Based Access Control — Pattern X — Authorization
renders eight unexpected pattern sequences.

3.3 The First Pattern Sequence

Pattern Role-Based Access Control in the Bayesian belief network
in Figure 7 is a collider. The question is whether patterns Secu-
rity Session and pattern X are conditionally dependent on pattern
Role-Based Access Control, that is if p(Security Session, X|Role —
Based Access Control) = p(Security Session | Role—Based Access
Control)p(X|Role — Based Access Control) applies. Patterns Se-
curity Session and X are conditionally dependent because Role-
Based Access Control is a collider; conditional independence does
not apply p(Security Session, X|Role — Based Access Control) o«
p(Role — Based Access Control | Security Session, X)p(Security
Session)p(X), and Role-Based Access Control is in conditioning
set. Because of this, the Security Session is conditionally dependent
on pattern X, given Role-Based Access Control.

Security Session Authorization

™ —

" Role-Based Access
Control

N

Figure 9: The first expected pattern sequence

Pattern Security Session is conditionally dependent on pattern X,
given the subsequent application of pattern Role-Based Access Con-
trol. The existence of Security Session and Role-Based Access Con-
trol gives us additional information about pattern X, which is not
expected to be applied between Security Session and Authorization
because a symmetry of the relationship between Security Session
and the other eight patterns linked by it cannot be calculated. The
Security Session and pattern X are conditionally dependent, given
Authorization in the kick-off pattern sequence. Security Session —
Role-Based Access Control — Authorization in Figure 9 is the first
the most expected pattern sequence established from the kick-off
pattern sequence using the Bayesian belief network. This sequence
can be described in pattern story.®

3.4 The Second Pattern Sequence

Pattern Single Access Point from Figure 7 is expected to be applied
directly after Access Control Requirements and before Security Ses-
sion because Access Control Requirements is conditionally depen-
dent of Security Session, given Single Access Point. This is because
p(Access Control Requirements, Security Session|Single Access

Point) # p(Access Control Requirements|Single Access Point) *
p(Security Session|Single Access Point), and thus conditioning on
a Single Access Point does not block the ability of Access Control
Requirements to influence the application of Security Session after

Spattern story for this sequence can be seen at: https://github.com/viktorFIIT/fiit-
research-resources/blob/main/stories/first-bayes-expected-pattern-sequence-

story.png
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the Single Access Point. Another most expected pattern sequence
in Figure 10 can be established: Access Control Requirements —
Single Access Point — Security Session.

Access Control
Requirements

™~ ~

Single Access Point

Security Session

Figure 10: The second expected pattern sequence

The Access Control Requirements — Single Access Point —
Security Session — Role-Based Access Control — Authorization is
the expected pattern sequence composed of two shorter expected
pattern sequences. This pattern sequence describes establishing
a secure session before authorization and can be described in a
pattern story.7

3.5 The Third Pattern Sequence

Pattern sequence Access Control Requirements — Single Access
Point — Security Session — Role-Based Access Control — Autho-
rization in Figure 11 is a pairwise Markov network with potentials
(factors) defined over two cliques. This pattern sequence is the
most expected, is meaningful and consists of two shorter expected
pattern sequences established in Sections 3.3-3.4.

Access Control
Requirements

\

Single Access Point
P
Security Session

T

Role-Based Access

Control |

Authorization

Figure 11: The third expected pattern sequence

"pattern story for this sequence can be seen at https://github.com/viktorFIIT/fiit-
research-resources/blob/main/stories/second-bayes-expected-pattern-sequence-

story.png
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4 DISCUSSION

If that Policy-Based Access Control was part of the kick-off pat-
tern sequence, then a different candidate of the expected pattern
sequence would be selected, and a different expected pattern se-
quence would be established from it because the strength of sym-
metry of the relationship between Access Control Requirements
and Policy-Based Access Control is [0.01 — 0.0095| = 0.0005. This
value is smaller than the strength of symmetry of the relationship
between Access Control Requirements and Single Access Point
and therefore Policy-Based Access Control would be expected to
be used next after Access Control Requirements, instead of Single
Access Point.

Probabilities of subsequent use of patterns can also be provided
by pattern users reflecting their actual use. The symmetry calcu-
lation of the relationship we used to establish the most expected
pattern sequences is based on explicit pattern relationships. Another
way how to calculate this strength of symmetry of the relationship
between implicitly related patterns must be found.

5 EVALUATION

The three selected and most expected pattern sequences were eval-
uated successfully to check if there is only one way to establish
these sequences using security patterns. If we were successful in
the evaluation and could say that patterns in pattern sequences are
not expected to be reordered, we proved the immutability property
of the most expected pattern sequence. The three most expected
pattern sequences were successfully evaluated to see if the tran-
sitive dependencies between patterns in these sequences exist. If
we were successful in the evaluation and could say that patterns in
pattern sequences have transitive dependencies, we said we proved
the transitivity property of the expected pattern sequence.

5.1 Immutability of Expected Pattern Sequence

Successful evaluation of whether the established the most expected
pattern sequences in the previous two experiments is the only way
patterns in these sequences can be established was performed.

The problem with the circular path between Role-Based Access
Control and Authorization cannot be solved by alternative pattern
sequence Access Control Requirements — Single Access Point —
Security Session — pattern X — Authorization, because Security
Session does not link to any other pattern which would link to or
would be linked by Authorization pattern. Bayesian belief network
for:

o Access Control Requirements — Single Access Point — Se-
curity Session — Pattern X — Authorization contains two
conditional independence statements.

o Access Control Requirements — Single Access Point — Secu-
rity Session — Role-Based Access Control — Authorization
does not contain conditional independence statement.

The Bayesian belief networks for these two pattern sequences
are not Markov equivalent because these sequences do not repre-
sent the same sets of conditional independence statements. Because
these sequences do not represent the same sets of conditional inde-
pendence statements they also do not represent the most expected
pattern sequences. Pattern sequence Access Control Requirements
— Single Access Point — Security Session — Role-Based Access
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Control — Authorization is the most expected pattern sequence,
while the second one with pattern X is not.

5.2 Transitivity of Expected Pattern Sequence

One chosen the most expected pattern sequence established using
the Bayesian belief network: Access Control Requirements — Sin-
gle Access Point — Security Session was successfully checked if it
contains a transitive dependency between Access Control Require-
ments and Security Session. Proving the existence of the transitive
dependency would result in finding that logical relationships be-
tween patterns in this expected pattern sequence are present.

If the application of Single Access Point after Access Control
Requirements ACR — SAP and application of Security Session after
Single Access Point SAP — SS is the most expected, then appli-
cation of Access Control Requirements must be the precondition
for Security Session. These two hypotheses can be tested using the
Modus Ponens rule.

Modus Ponens rule [13], together with Bayesian statistics [1],
can be used to answer the question of whther the application of an
Access Control Requirements security pattern is a precondition for
the application of a Security Session. According to Modus Ponens
logical inference rule [13] if the following hypotheses are true,
then the conclusion about transitive dependency between Access
Control Requirements and Security Session must also be true:

o Access Control Requirements = Single Access Point corre-
sponds to p(SAP = tr|ACR = tr) = 1 is the most expected
because the Access Control Requirements has the strongest
symmetric relationship with Single Access Point.

e Single Access Point = Security Session corresponds to p(SS =
tr|SAP = tr) = 1is the most expected because Single Access
Point has the strongest symmetric relationship with Security
Session.

If an application of Access Control Requirements is a precon-
dition for the application of Security Session, then conclusion
(Security Session = true|Access Control Requirements = true) =
1 must be true and p(Security Session = true | Access Control Req—
uirements = false) = 0 must also be true. Probability p(Security
Session = true | Access Control Requirements = false) = 0 can
be calculated as follows:

p(Security Session = true | Access Control Require-
ments = false) = p(Security Session = true, Access Con-
trol Requirements = false) = p(Security Session = true,
Access Control Requirements = false, Single Access
Point=true) + p(Security Session = true, Access Con-
trol Requirements = false, Single Access Point=false)

A prerequisite for applying a Security Session after the Single
Access Point is to have a basic security policy defined through Ac-
cess Control Requirements. Because of this p(Security Session =
true, Access Control Requirements = false, Single Access Point =
true) < p(Single Access Point = true, Access Control Require —
ments = false) and therefore p(Security Session = true, Access
Control Requirements = false,Single Access Point = true) = 0.
Subsequently, p(Security Session = true, Access Control Require—
ments = false, Single Access Point = false) = 0 because Single
Access Point has the strongest symmetric relationship with Security
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Session, meaning these two patterns are expected to be applied to-
gether. Because p(Security Session = true | Access Control Req—
uirements = false) = 0, Access Control Requirements is the pre-
condition for the application of Security Session. In other words, it
can be implied that p(Security Session = true | Access Control Req—
uirements = true) = 1.

Modus Tollens: The Modus Tollens [13] logical inference rule
states that if the hypothesis is not true and an implication is true,
the conclusion cannot be true. We have two hypotheses that are
false statements:

e application of Access Control Requirements is not a precon-
dition for application of Single Access Point. But it was found
that p(Single Access Point = true | Access Control Require—
ments = true) = 1.

e application of Single Access Point is not a precondition
for application of Security Session. But it was found that
p(Security Session = true|Single Access Point = true) =
1.

The conclusion that the application of Access Control Require-
ments is the precondition for the application of Security Session
must be true because according to Modus Tollens, two hypotheses
are true. This implies Access Control Requirements — Single Access
Point — Security Session is the most expected pattern sequence.

6 CONCLUSIONS AND FURTHER WORK

The two expected pattern sequences were established using the sto-
chastic trees. Three expected pattern sequences were established
using the Bayesian belief network. All six expected pattern se-
quences were found to be meaningful. All six expected pattern
sequences could be described in a pattern story and were found
to be used in the software company.® Eight unexpected pattern
sequences were established using the Bayesian belief network and
were not found to be meaningful. Stochastic trees and Bayesian
networks can also be used to establish expected pattern sequences
of any patterns, such as patterns for engineering software for the
cloud documented by Sousa et al. [11].

The construction of stochastic trees and Bayesian belief net-
works will be automated using programming language to establish
the most expected and unexpected pattern sequences. Established
expected and unexpected pattern sequences will be grouped inside
the same pattern language. In future work, a catalog of expected
pattern sequences needs to be created to publish the outputs of
these computations to a wider audience.
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